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“zxebiaon kau YAomoinon pag KAtpakwowung Movadag Avaxeipiong Mviung
Elo080u-EE060UL yLa Ap)ttektovikeg RISC-V”

NepiAnyn

H glkovikn) pvnun elval mavtoayou mapoloa oTa GUCTAUOTO UTIOAOYLOTWY YEVIKOU
okomoU emeldr €xel TMOAAAQ TIAEOVEKTAHATA OMWE TNV amAonoinon tng dlaxeiplong
HVAUNG yla SLlEUKOAUVON TWV TPOYPOUUATIOTWY, TNV MpooTacia pUvAUNG KoL TNV
amopévwon mou BeAtiwvouv tnv acddAela, Kal tn duvatotnta ot epapUoyEC va
XpnolgomoloUv TepLocotepn UvAUn amd T Sabéown duolky UvAPn  Tou
OUOTNUATOG. TNV €LKOVIKN MvAUN TN Staxelpiletal To AELTOUPYLIKO ZUOTNUA KOL OL
enetepyaotég mepAappavouy mivakeg petddpaon uAomoLlnuévous o€ UAKO (TLBs)
kalt Movadeg Awaxeipiong MvAung (MMUs) yua va emtoyxvvouv tn Stadikaoia
ueTtadpaong Twv eKovikwv OlevBuvoewv o€ PUOLKEG. AVTIOTOLXO, OUOKEUEG
Elc060u/EEG60U pe Suvatotnta Apeong Mpoomélaong Mvhaung (DMA)  kat
Enefepyaotéc Mpadikwv mou 6ev ekteAoUV KwdKa AE£LTOUPYIKOU ZUOCTAUOTOC
UIopoUV va emwdpeAnBoUv amo tn Xprion €KOVIKAG UVAUNG. Mo To AOyo auTo TTOANEG
LLOVTEPVEC OPXLTEKTOVIKEC Tpoodépouv ElKovikomoinon Kal mpootacio ylo thv
Eloobo-E€od0 xpnolpomowwvtag eEeldikeupéveg Movadeg Alaxeipiong MvAung
Elo660ou-E€660L (IOMMUS).


https://zoom.us/j/92163690715

e autn TNV epyacio oxedldotnke Kal uAomolnBnke plo Movada Alayxeiplong
MvAung Ewoodou-E€660u oe emimebo UAKOU ylo TO QVEPXOMEVO KOl TOxela
QVATITUCOOMEVO aVOoLXTO olkoouotnua RISC-V. Ixedldoape Kal UAOTIOLCAUE HLa
KALLOKWOLUN apxltektovikil Movadag Alaxeiptong Mvrung Eloddou-EE660uL N omola
urnootnpilel Tautoxpova TOAANQMAEG OUOKEUEG Elo6dou-EE060U Tnpwvtag TIG
npoSlaypad£g NG apxLtekTovikng RISC-V yla elkoVIKEG SleuBUVOELS e TAATOC 39 Kall
48 bits. H oxebdlaon amnoteAeital anod duo kupla otolxeia: (o) tn Movada Metadpacng
AteuBUvoewv (MMA) kat (B) tov EAeykty Metadpaong AleuBuvoswv (EMA). Auta ta
otoela eival dtapopdwolpa 600 adopd T XOUPAKTNPLOTIKA TOUG KOL UIOopouV va
ouvduaotouv pe TOAAOUCG SladopeTIkoUC TPOTOUCG £TOL WOTE va SnULOUpPYyrRoouV
ETEKTACIUO CUCTIUATA KAl VO TIPOCAPOOTOUV Yyl oXESLa e TIOAAEG CUOKEUEC Kal
Slapopetikoug Babuoug Stapolpacpol twv MMA kat EMA. Ao 6c0 eipaote o Béon
va yvwpiloupe, slpaote PETAlU TwV MPWTWV TIou oxedlaoav Kol UAoToincav pLo
Movada Awaxeipiong Mvnung Eltoddou-E€660u yla cuotriuata RISC-V kabBwg dev
UTIAPXOUV SNOCLEUUEVEG eTtioNEC Tpodlaypadeg péxpL onpepa (Maptiog 2021).

YAomowoape kat enaAnBevoape tn oxediacn tng Movadag Alaxeiptong Mviung
Elo060u-E€660U o0 SystemVerilog kol afloloynoape Ttnv amodoor 1Ing
Xpnollonolwvtag mnpooopoiwon RTL pe ouvBetikd potifa kukAodopiag mou
e€aokolv Sladopetikd cevapla xpnong. EmutAéov, aflohoyrioape TIG QTMALTHOELS
XWPOU KoL TN ouxvotnta Asttoupyiag tg Movadag Alaxeipiong Mvrung Etoddou-
E€660u oe pia Xilinx Zyng Ultrascale+ FPGA (cuotolyia emavampoypopoti{OUeVng
Aoyikng). TéAog, dnuioupynoaue éva oxédlo oe FPGA mou mepléxel tn Movada
Awaxeipiong Mvnung Ewoddou-E€660u pag kat o turik Movada Apeong
MNpooméhaong Mvnung kat emaAnBeloape tn ocwoth Astoupyla o€ éva aAnBwo
OUOTNUA KATW Ao AmaLTNTIKA LoTiBa SOKLUWV.
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"Design and Implementation of a Scalable IOMMU for RISC-V Architectures”

Abstract

Virtual memory is ubiquitous in general purpose computing systems today because
it has many advantages such as simplifying memory management to ease the
programmers, offering memory protection and isolation that improves security, and
enabling applications to use more memory than the physically available capacity. The
virtual memory is managed by the Operating System (OS) and the processors include
hardware Translation Lookaside Buffers (TLBs) and Memory Management Units
(MMUs) to accelerate virtual-to-physical address translation for the common case.
Similarly, 1/0O devices with Direct Memory Access (DMA) or Graphics Processing Units
(GPUs) that do not execute OS code can benefit from virtual memory. For this purpose,
many modern architectures offer 1I/O Virtualization and protection by utilizing
specialized Input-Output Memory Management Units (IOMMUs).

This thesis contributes with the hardware design and implementation of an IOMMU
for the rising and fast growing open RISC-V architecture ecosystem. We design a
scalable IOMMU architecture that supports multiple concurrent I/O devices following
the RISC-V specifications for 39- and 48-bit virtual addresses (SV39 and SV48). The
design consists of two main components: (a) the Address Translation Unit (ATU) and
(b) the Address Translation Controller (ATC). These components are configurable in
terms of features and can be combined in several different ways to create scalable
and tailored systems with many devices and varying degrees of ATU and ATC sharing.
To the best of our knowledge we are among the first to design and implement an
IOMMU for RISC-V systems since there are no official specifications published to date
(March 2021).

We implement and verify the IOMMU design in SystemVerilog and evaluate its
performance using RTL simulation with synthetic traffic patterns that exercise
different use cases. Moreover, we evaluate the area and frequency of our IOMMU
design on a Xilinx Zyng Ultrascale+ FPGA. Finally, we create an FPGA design that
includes our IOMMU and a typical DMA device and we verify its correct functionality
on the real system under stress patterns.



